
CASE STUDY - COLLEGE OF THE ALBEMARLE
Ahead of the Cl a s s

College of The Albemarle Pro a ct i vely Manages the Network with Ob s e rve r®

IT professionals who are responsible for managing college networks may have one of the most demanding
n e tworking jobs because they typically have to support thousands of students who bring in their ow n
co m p u ter syste m s . These systems run on various hard wa re and operating syste m s, and have unknown client
s o f twa re installed. They also int ro d u ce pote ntial points of vulnera b i l i ty into the network because they may
co ntain p e e r - to-peer client softwa re or can be infected with viruses. N e twork Ad m i n i s t rator Wayman Wh i te
u n d e r s t a n d s the co m p l ex i ty and uniqueness of that situation because he is responsible for managing all five
campuses of the College of The Albemarle in North Ca ro l i n a . Wh i te depends on Network Instrument s’® E x p e rt
O b s e rver to manage what could easily become an unco nt rollable network env i ro n m e nt .

About College of The Albemarle
The College of The Albemarle has five locations serving seven co u nties in Nort h e a s tern North Ca ro l i n a .
A p p rox i m ately 1,500 students and 250 staff members depend on the co l l e g e’s netwo r k . The Elizabeth City
Campus is the main site that serves the other re m o te locat i o n s .

An Evolving Netwo r k
A l b e m a r l e’s network has developed over the last decade to support re g i s t rat i o n , online classes, academic blogs,
and career guidance. If the network goes dow n , s t u d e nts and faculty lose out on those valuable serv i ce s .

“So much of the co l l e g e’s livelihood is dependent on the network these day s,”Wh i te said.“If the network 
goes dow n , p ro d u ct i v i ty goes dow n , and that’s money out of the co l l e g e’s pocke t . ”

Wh i te has Observer probes deployed on the frame re l ay, on the student V L A N , on the DMZ port for online
co u r s e s, and on both sides of the fire wall to monitor network & Internet tra f f i c .

“By deploying Observer probes throughout the syste m , I always have a global pict u re of how my network 
is doing,”Wh i te said.“Th at way I can’t get blindsided. ”

The Network Can’t Depend on the Honor Sys te m
Eve ry Albemarle student signs a co m p u ter use policy upon admittance. File sharing and downloading illegal
m aterial are strictly pro h i b i ted because such act i v i ty crowds out legitimate network traffic and can cause legal
p roblems for the co l l e g e. O b s e rver co n s t a ntly tracks network act i v i ty in real time and can be co n f i g u red to
notify an IT professional when any abnormal, p o te ntially illegal act i v i ty occurs.

Illegal act i v i ty such as file sharing is many times co r re l ated with a jump in bandwidth utilizat i o n .Wh i te can 
set an alarm in Observer to notify him when utilization spikes unusually high.To determine an appro p r i ate
t h reshold for the alarm, Wh i te uses Observe r’s Trending capabilities to baseline traffic pat te r n s . From there 
he is able to determine what is normal uti lization for the network and set the alarm acco rd i n g l y.

R e ce nt l y, O b s e rver showed a spike in bandwidth utilizat i o n . Wh i te immediately ran a packet capture, w h i c h
re vealed about 100 machines pointing back to one machine that was sharing KA ZAA files. From there he 
pulled up Top Ta l kers and confirmed that a student was indeed sharing music files.

“O b s e rver is like the red bat phone–you just can’t miss problem act i v i ty,”Wh i te said.

With that evidence, he was able to alert the appro p r i ate authorities to enforce school policy. Wh i te also
re co n f i g u red the network to block KA ZA A .

S t u d e nts may sometimes download games from the Inte r n e t . One student was trying to download a game
using FTP, which is against the school’s policy, causing bandwidth  utilization to jump up between 80 and 90
p e rce nt . With Observe r’s bandwidth  utilization feat u re, Wh i te immediately dete cted the util ization spike. O n ce
again he ran a packet capture and viewed Top Ta l kers to confirm the act i v i ty and source, and then passed that
i n f o r m ation along to college officials.

Fa c u l ty and staff employees are also re q u i red to sign an acceptable use policy when they start working for 
the co l l e g e. Because the college provides them with co m p u te r s, school officials have the right to request a
review of Internet act i v i ty.When a request to review a machine is made by an official, Wh i te pulls up Netwo r k
Tre n d i n g. From there he uses the web viewer to identify the specific stat i o n . By clickin g on that stat i o n , a list 
of visited sites appears as well as the duration on those site s . The amount of data downloaded or uploaded is
also show n .

“This detailed information is ve ry useful when ant i - p o l i cy act i v i ty is suspected on a machine,”Wh i te said.
“ I t’s the evidence that’s re q u i red for a thorough inve s t i g at i o n . ”

In summary …

About the College of The Albemarle
College of The Albemarle has five campuses serv i n g
s e ven co u nties in Nort h e a s tern North Ca ro l i n a . Th e
purpose of College of The Albemarle is to prov i d e
a c cessible educat i o n , t ra i n i n g,and re t raining for bette r
jobs and better lives in Nort h e a s tern North Ca ro l i n a .
A p p rox i m ately 1,500 students and 250 staff members
depend on the netwo r k .

Ch a l l e n g e
As the network gre w, College of The Albemarle 
needed a way to manage network co m m u n i c at i o n .
The network administrator was co n s t a ntly putting 
out fire s .

So l u t i o n
With Observe r, the network administrator was able to
manage all network co m m u n i c ation and eliminate
co n cerns before they became pro b l e m s .

“...I wanted a product that
had everything bundled into
one solution at a reasonable

price. I took a look at Fluke, but 
it cost over $20,000 and required

me to purchase multiple
products...Observer caught my
eye because all of the features 
were already built in and it fit

within my budget.”
Wayman W h i te

N e t work Administrato r
College of The Albemarle
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O b s e rver Justifies an Upgrade
While class was in session one morning, the co l l e g e’s bandwidth utilizat i o n
m a xed out on one of the frame re l ay lines. With Observe r’s Top Ta l ke r s,Wh i te 
was able to source the unusual traffic to two separate labs at a re m o te buildin g.
S p e c i f i c a l l y, he discove red that a web cam was running in real time at each lab.
Wh i te had the instructors turn off the web cams and bandwidth returned to
n o r m a l . The professors emphasized that the web cams are an inte g ral part of the
c l a s s, and without their use, will inte rf e re with class pro g re s s . Wh i te is using the
i n f o r m ation he gat h e red during that episode to justify a bandwidth upgra d e.

“ Pu rchasing this upgrade will ensure the college is fulfilling its academic
m i s s i o n ,” Wh i te said.“Without Observe r, I would be hard pressed to va l i d ate 
the upgra d e. ”

Intra Sys tem Network Management
As a result of Network Instrument s’ D i s t r i b u ted Network Analysis (NI-DNA™)
a rc h i te ct u re, Wh i te has the ability to manage the local site as easily as re m o te
s i te s . NI-DNA ensures uniform funct i o n a l i ty and seamless inte g ration across all 
of Network Instrument’s pro d u ct s, re g a rdless of to p o l o g y. From the Observe r
co n s o l e, Wh i te can see act i v i ty co l l e cted from all the probes on the
n e two r k – a l l owing him to manage multipl e segments simultaneously.

“I can check seve ral parts of the network at the same time from one location with
just a few clicks of the mouse,”Wh i te said.“ I ’m curre ntly checking my LAN and
VLANs at the main campus and monitoring the frame re l ay and DMZ tra f f i c . ”

Th at saves money by eliminating travel between campuses to solve netwo r k
p ro b l e m s .

O b s e rve r’s all-in-one funct i o n a l i ty also saves College of The Albemarle the time
and money it would cost to train the IT staff on multiple  pro d u ct s .

“When I was searching for an analyze r, I wa nted a pro d u ct that had eve ry t h i n g
bundled into one solution at a reasonable price,”Wh i te said.“I took a look at
Fl u ke, but i t cost over $20,000 and re q u i red me to purchase multiple pro d u cts 
to get the funct i o n a l i ty I re q u i re d.O b s e rver caught my eye because all of the
f e at u res we re already built in and it fit within my budget.”

About Top Ta l ke r s
The Observer Top Ta l kers display offers an instant view of bandwidth  utilizat i o n
by all stations on the netwo r k . This screen also shows detailed traffic flow
s t atistics that can indicate a runaway stat i o n , a broadcast/multicast sto r m , or an
u n b a l a n ced switc h . With this informat i o n , n e twork administrators can dete r m i n e
n e twork use pat te r n s, d e te ct faulty network hard wa re, and determine what
p e rce ntage of the netwo r k’s bandwidth pote ntial each system is using–all fro m
one co m p re h e n s i ve display.

About Triggers and Alarms
O b s e rve r’s Triggers and Alarms allow administrators to set an alarm for a
p a rticular network condition act i v i ty (using custo m i zed filters or co nve n i e nt
p resets) and trigger an action to occur when the condition is pre s e nt . M u l t i p l e
triggers can be set to run co n c u r re nt l y. Actions can be pop-up window s, p r i nte d
t rouble ticke t s, or information appended to an eve nt log. Triggers can also be 
set to exe c u te a user-defined pro g ram–such as an e-mail package or paging
s o f twa re. Triggers and Alarms provide instant notification of abnormal netwo r k
a ct i v i ty and improve response time.

About Trending and Report i n g
O b s e rver Suite's Trending and Reporting feat u re allows an administrato r, e n d -
u s e r, or co n s u l t a nt to view secure network trending data monito red by Observe r
f rom any Web brow s e r. All statistics are available for single stations or the ent i re
n e two r k .

About Network Instruments, L LC
N e twork Instruments is the industry-leading developer of distribute d, u s e r -
friendly and affordable network management, analysis and tro u b l e s h o o t i n g
s o l u t i o n s . The awa rd-winning Observer family of pro d u cts combines a
co m p re h e n s i ve management and analysis console with high-perf o r m a n ce pro b e s
and network TA Ps to provide inte g rated monitoring and management for the
e nt i re network (LAN, 802.11 a/b/g, g i g a b i t,WA N ) . All Network Instrument s
p ro d u cts are designed utilizing a Distributed Network Analysis (NI-DNA)
a rc h i te ct u re. With NI-DNA, the Observer solution set simplifies netwo r k
t roubleshooting and management, o p t i m i zes network and applicat i o n
p e rf o r m a n ce and scales to meet the needs of any org a n i z at i o n . Founded in 1994,
N e twork Instruments is headquarte red in Minneapolis, Minnesota with offices in
Lo n d o n , M u n i c h , Pa r i s, To ro nto, and multiple  cities throughout the United State s
with distributors in over 50 co u nt r i e s . M o re information about the co m p a ny,
p ro d u ct s, i n n ovat i o n , te c h n o l o g y, N I - D N A , b e coming a part n e r, and NI Unive r s i ty
can be found at : w w w. n e two r k i n s t r u m e nt s . co m.

About College of The Albemarle
In acco rd a n ce with a state m e nt dra f ted by the Bo a rd of Tr u s tees in Nove m b e r,
1 9 9 3 , and officially adopted in January, 1 9 9 4 : The purpose of College of Th e
Albemarle is to provide accessible educat i o n , t ra i n i n g, and re t raining for bette r
jobs and better lives in Nort h e a s tern North Ca ro l i n a .

In keeping with the mission of the North Ca rolina Co m m u n i ty College Sy s te m ,
College of The Albemarle opens the door to high-quality, a c cessible educat i o n a l
o p p o rtunities that minimize barriers to post seco n d a ry educat i o n , m a x i m i ze
s t u d e nt succe s s, and improve the lives and well being of individuals by prov i d i n g :

• Ed u c at i o n , t ra i n i n g,and re t raining for the adult work force in a global 
e co n o my, including basic skills educat i o n , o c c u p at i o n a l , and 
p re b a c c a l a u re ate pro g ra m s ;

• S u p p o rt for wo r k f o rce and economic deve l o p m e nt through serv i ces to new,
ex i s t i n g,and expanding businesses and industry;

• Cu l t u ral enrichment opportunities to communities and individuals which 
e n h a n ce the quality of life; a n d

• An env i ro n m e nt that pro m o tes job sat i s f a ction and career deve l o p m e nt 
for faculty and staff.

“Observer is like the red bat phone-
you just can’t miss problem activity.”

-Wayman White
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