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Trademark Notices
© 1994-2005 by Network Instruments, LLC (Limited Liability Corporation). All rights reserved.

“Network Instruments” is a registered trademark of Network Instruments, LLC, Minneapolis, Minnesota, USA. n"TAP and
the nTAP logo are trademarks of Network Instruments, LLC, Minneapolis, MN, USA

Limited Warranty—Hardware

Network Instruments, LLC. ("Network Instruments") warrants this hardware product against defects in materials and
workmanship for a period of one (1) year from the date of shipment of the product from Network Instruments, LLC.
Warranty is for depot service at U.S. corporate headquarters located in Minneapolis, Minnesota. Warranties and licenses
may give you more coverage in certain local jurisdictions; Network Instruments also offers extended warranties as part of its
maintenance agreement program.

If a defect exists, at its option Network Instruments will (1) repair the product at no charge, using new or refurbished
replacement parts, or (2) exchange the product with a product that is new or which has been manufactured from new or
serviceable used parts and is at least functionally equivalent to the original product. A replacement product assumes the
remaining warranty of the original product or 60 days, whichever provides longer coverage for you. When a product or part
is exchanged, any replacement item becomes your property and the replaced item becomes Network Instruments' property.

This manual is furnished under license and may only be used or copied in accordance with the terms of such license. The
information in this manual is furnished for informational use only, is subject to change without notice, and should not be
construed as a commitment by Network Instruments, LLC. Network Instruments, LLC assumes no responsibility or liability
for any errors or inaccuracies that may appear in this manual. Network Instruments, LLC does not warrant that the hardware
will meet your requirements or that the operation of the hardware will be uninterrupted or that the hardware will be error-
free.

NETWORK INSTRUMENTS, LLC SPECIFICALLY DISCLAIMS ALL OTHER WARRANTIES, EXPRESSED OR
IMPLIED, INCLUDING BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL NETWORK INSTRUMENTS, LLC BE LIABLE FOR ANY
LOSS OF PROFIT OR ANY OTHER COMMERCIAL DAMAGE, INCLUDING BUT NOT LIMITED TO SPECIAL,
INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGES.

Network Instruments, LLC makes no other warranty, expressed or implied.
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Technical Support

Network Instruments provides technical support:

By phone (depending on where you are located):
US & Countries outside Europe at (952) 932-9899
UK and Europe at +44 (0) 1959 569880

By fax (depending on where you are located):
US & Countries outside of Europe at (952) 932-9545
UK and Europe at +44 (0) 1959 569881

Or by e-mail at:
support@networkinstruments.com

Network Instruments provides technical support for a period of 90 days after the purchase of the product at no charge. After
the 90-day initial support period, support will be provided only to those customers who have purchased a maintenance
agreement.

Telephone technical support hours are between 9:00 A.M. and 5:00 P.M. (local time for each office).

Suggestions are welcomed. Many of the improvements made to our products have originated as end user suggestions. Please
submit detailed suggestions in writing to: support@networkinstruments.com or by fax at: (952) 932-9545. Please submit any
corrections to or criticism of Network Instruments’ publications to: pubs@networkinstruments.com or by fax at (952) 932-
9545.

To subscribe to the Network Instruments e-mail newsletter (delivered in HTML format), send an e-mail to:
listserver@networkinstruments.com

with the word "subscribe" in the subject line.

ii NnTAP Installation Guide



Contents

T 1o o [ T 1o T o SR 1
What is @ NetWOrk TAP 2 ..o e e e e e e e e 1
Connectors, Ports and LED INdiCators ...........ooieiiiiiiei e 2
BaACK Pane@l ... 2
Front Pan@l ... e 2
INStalliNg the TAP e 3
Interpreting the Link and Speed LED Indicators ............cccooiiiiiiiiiiiiieeee 4
(O70] o] 0= Tex 10T g S T=To [ 1T oo = EEE 4
Installing the TAP in a Rack Mount Adapter ... 6
Installing the TAP in @ Drive Bay .......coocueiiiiiiiiii e 7
Technical SPeCifiCatioNs ... 7
[T aT=Y 1S3 o T g - P 7
Power ReqUIrEMENTES ...t e 8
S T0 o] o] g (=To 1Y/ =Y | = OSSR 8
Environmental Requirements ... 8
Regulatory ComplianCe ...........eoiiiiiiiiii e 9
FCC Compliance Statement ... 9

© 2005 Network Instruments, LLC i



iv nTAP Installation Guide



{A\} Introduction
\i/

Thank you for purchasing the #n”TAP, which supplies a convenient, secure mechanism for network
analyzers and similar devices to collect data streams from high-capacity network links.

What is a Network TAP?

A network Test Access Point (TAP) provides access to the data streams passing through a high-speed,
full-duplex network link (typically between a switch and DTE “device of interest”). The nTAP
duplicates both halves of a 10/100 or 10/100/1000BaseT full-duplex copper link, sends the copied data
streams to an analyzer, probe, or Intrusion Detection System (IDS) device equipped with a compatible
dual-receive capture card:

Depending on the configuration purchased, the TAP transmits the analyzer signals through a pair of
10/100 or 10/100/1000BaseT RJ45 ports. If you purchased a configuration that includes SFP modules,
the nTAP transmits the analyzer signal through 1000BaseSX, LX, or LZ media. If desired, you can
supply your own SFP modules, allowing the nTAP to function with virtually any analysis device that
includes a dual-receive interface.

Although analyzer access to the data stream is dependent on the external power supply, the link itself
remains unaffected by the TAP if power is interrupted.

The security and convenience of TAPs makes them preferable to inline connections for network
analysis and intrusion detection and prevention (IDS/IPS) applications. Because a TAP has no address
on the network, it cannot be the target of a hack or virus attack. n”TAPs (unlike analyzers or IDSs) are



economical to install, allowing you to leave them permanently deployed. This allows you to connect
and disconnect the analysis device as needed without breaking the full-duplex signal.

A TAP is also preferable to using a switch’s SPAN or port mirror capability to capture the data stream.
Unlike the port SPAN mechanism on a switch, a TAP does not drop packets or filter any errors from the
data stream. Also, because a SPAN port itself is a standard full-duplex link (i.e., it has a transmit port
and a receive port for two-way communication with a NIC, rather than being designed to interface with
a dual-input capture card like a TAP), it has the capacity to transmit only one half of a fully-saturated
link. An additional advantage is that a TAP does not use any of the switch’s CPU resources.

Connectors, Ports and LED Indicators

Take a minute to become familiar with the ”TAP’s connectors, ports, and LED indicators. For a a
description of LED startup and error codes, see “Interpreting the Link and Speed LED Indicators” on
page 4.

Back Panel

Both power connectors are located on the back panel, along with the model information and serial
number.

DC +5v @2.8 amps - ™
(2TAP
—

www.networkTAPs.com

serial # 201050

© (43

Serial Number
Power supply

connectors

Front Panel
The front panel will differ slightly depending on which model of n”TAP you have purchased.
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Speed indicator LEDs Copper Analyzer Ports and LEDs
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Copper Link Ports and LEDs
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Installing the TAP

Depending on the application, do one of the following:

e Use the TAP Cable Kit to complete the connection between the device of interest and the network.
See the diagram on page 4.

*  Physically mount the TAP in your network’s 19-inch rack system, if desired. Note that for single-
channel TAPs, rack mounting is optional via a three-TAP 19-inch mount (sold separately).

Installing the TAP 3



Cabling the TAP

The diagram below shows the nTAP cabled to analyze the link between a server and a gigabit switch.
This is just one application; the #TAP can replace the link between any DCE (Data Circuit-terminating
Equipment) and DTE (Data Terminal Equipment) device or connection.

Which device is connected to Link A or Link B is unimportant, unless the link under test is part of a
failover redundancy arrangement. In this case, connect the device that controls the failover to Link A.
For a technical explanation of this, see page 5.

. Make sure that either
( ) the A/C power or PC power

— adaptor is connected to
\ a power supply.
.

. |nterfa
opt'icerlwlt—through)

Analys!s
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faceé

(A}Replace the link

\% under test with
two cables:
DCE to Link A . interface on analyzer

TLL
DTE to Link B. .r" Slnk under test or IDS.
= |

= ch
. abit swi
G-gé‘(DCE)

3 \ Connect TAP A and
~_/ TAP B to dual-receive

Note that the optical analyzer interface option requires the installation of SFP modules into
the sockets provided on the TAP. These modules are sometimes referred to as “Mini-GBIC”
modules because they provide the same functionality of a GBIC (Gigabit Interface
Converter), but in a smaller form factor to deliver much higher port densities.You must use
standard (i.e. straight through) full-duplex cables to connect the TAP SFP ports to the dual-
receive ports on your capture card or analysis device. With SFP modules installed and
connected to a live interface, the copper analyzer interface is disabled.

Interpreting the Link and Speed LED Indicators

When the nTAP is powered up and correctly connected to functioning devices, the Speed LED
indicators simply show the connection speed. The Link LED indicators are either lit steadily (idle) or
flicker (data transfer) depending on whether there is any traffic present.

Connection Sequence

When powered up, the n'TAP performs a sequence of steps to determine whether its link ports are
connected to any devices, and what speeds and other capabilities those devices have. The blinking
pattern of the LEDs indicate which step of the connection process the TAP is performing.

4 Interpreting the Link and Speed LED Indicators



The duration of each state depends on the type of equipment attached to each port of the #TAP. Here are
the connection steps, listed in the order they occur:

Connection Step LED Pattern

Capabilities Search - Both links are attempting to attach to
devices and determine a common set of speed and other
capabilities.

—
) fllckerlng
o9} ;flashing

Connecting - The links are attempting to re-connect to their
partner at the common speed determined in state.

—
flickering
on, off, off

—
flickering
off, on, off

—
flickering
off, off, on

Connected - Both links are connected to the link partners at Speed LED indicators show connection

a common speed. speed. Link port LEDs light steadily
(idle) or flicker depending on whether
there is any traffic present. If a port LED
is unlit, there is no device connected.

Note: When the device on Link B fails, the nTAP shuts down Link A so that the device on
Link A can initiate its native failover redundancy procedure. The nTAP then restarts the
Search phase. Until the Link B device is working again, the nTAP repeats the following steps:

1) Search;

2) Determine if Link A is up; if not, keep searching;

3) If Link B is up, re-establish connection; if still down, shut down Link A;
4) Go to step 1.

This maintains the transparency of the connection state itself (or lack thereof), to the device
connected to Link A.

Interpreting the Link and Speed LED Indicators 5



Errors
Error conditions are shown by the Speed LED indicators for approximately 10 seconds, after which the
nTAP resets itself (goes back to the Search connection step).

Error Condition LED Pattern
No Common Speed - There is no common speed Repeats the following sequence:
capability between the devices attached to Link A and

Link B.

Timed Out - The nTAP software has timed out waiting
for some event.”

Wrong Speed - One of the Links has connected atthe ~ The expected speed’s LED is lit
wrong speed.* steadily, while the actual speed’s
LED flashes.

Logic Error - this error occurs when the link partner
capabilities are ambiguous.*

}on
100 @

L flashing

*These errors will generally be the result of a cable being moved between different port
types while the nTAP is initializing.

Installing the TAP in a Rack Mount Adapter

You can install up to three nTAPs into the optional rack mount hardware:.

6 Interpreting the Link and Speed LED Indicators



Installing the TAP in a Drive Bay

To install the nTAP in a PC chassis drive bay, you must first mount the #TAP in the optional drive bay
adapter (sold separately). Install the adapter and nTAP as you would install a hard disk drive, as shown
in the illustration:

- /“ .

o
(2 R

@\\\\V .
o

=
N\
Connect power via the standard PC power supply socket provided on the back panel of the nTAP.

Technical Specifications

Dimensions

4.55 inches

y

7.66 inches

19.46 cm
5.85 inches

14.86 cm

Technical Specifications 7



Power Requirements

Specification

Measurement/Value

Maximum Power Dissipation 14 Watts

Maximum Power Consumption 5V @ 2.8 amps

Voltage Tolerance

5V +/- 5%

Ripple

Maximum 100 mV

Operational Current

5V @ 2.8 amps

Supported Media

Interface

Media

Link A/Link B (Link under test)

Depending on model purchased, 10/100BaseT or 10/100/1000BaseT
Copper

Copper Analyzer Interface

Depending on model purchased, 10/100BaseT Copper or
10/100/1000BaseT Copper

SFP Conversion Analyzer Interface

Depending on SFP module purchased:

1000BaseSX, 850-nm, MultiMode (MM), LC connector;
62.5 micrometer fiber
50.0 micrometer fiber

1000BaseLX, 1310-nm, Multi or Single Mode (MM/SM), LC connector;
8.3 micrometer fiber
62.5 micrometer fiber
50.0 micrometer fiber

1000BaselLZ, 1550-nm, Single Mode (SM), LC connector.

Environmental Requirements

8

Specification

Operational Range

Temperature range

32°-120°F

Humidity

20-65% (non-condensating)

Technical Specifications



Regulatory Compliance

Specification Certification
Emissions FCC Part 15 Class B
CE Mark EN61000-3-2, EN55024, EN55022A

FCC Compliance Statement

Note: This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that interference will not occur in
a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.

*  Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

*  Consult the dealer or an experienced radio/TV technician for help.

Technical Specifications 9



Notes

10 Notes



	Contents
	Introduction
	What is a Network TAP?
	Connectors, Ports and LED Indicators
	Back Panel
	Front Panel

	Installing the TAP
	Cabling the TAP

	Interpreting the Link and Speed LED Indicators
	Connection Sequence
	Errors
	Installing the TAP in a Rack Mount Adapter
	Installing the TAP in a Drive Bay

	Technical Specifications
	Dimensions
	Power Requirements
	Supported Media
	Environmental Requirements
	Regulatory Compliance
	FCC Compliance Statement

	Notes



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


