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	 • Station Activity time can reveal which systems participated on the network during 
	   the reporting period. For example, the functionality status of central servers and 
	   retail branches during the reporting period can be identified.

Systems that participated on network.

	

	 Time systems participated on network.

	 • Observer’s IP to IP Pairs and Internet Patrol can show what “conversations” 
	   took place for key systems during the reporting period–both by identifying 
	   when the communication occurred and with which systems. This can, for 	
	   example, prove that only authorized systems accessed servers storing 
	   confidential financial information.

Devices that participated on network.

	

Time devices were active on network.

	 • Observer can collect trending data across all supported topologies (802.11 a/b/g, 
	   gigabit, Ethernet, WAN). Therefore, if the financial system depends on WAN links, 
	   deploying a Network Instruments WAN hardware probe to collect trending data 
	   can help prove that key WAN circuits were monitored and functional during 
	   the reporting period.

Types of trending data.

			                 Length of trending.

Flexible reporting 
of network activity 
like that offered by 
Observer simplifies 

SOX compliance.
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Secure Log-in
Network Instruments Management Server (NIMS) helps protect the integrity of financial 
data by retaining a list of usernames, passwords, and permission levels for multiple probes 
on the network. This ensures only designated administrators are managing specific activity. 
The NIMS also detects and documents all successful and unsuccessful login attempts to the 
management devices.

Network administrators.

Permission levels set for administrators.
Warning System
Observer’s Triggers and Alarms can also identify suspicious activity and automatically alert 
an administrator. For immediate response to problems such as a security breach, Triggers 
and Alarms can be configured to run a packet capture when problem activity is triggered–
eliminating the need to manually track it down. This effort to immediately address 
problems can be documented, and is looked favorably upon by auditors.

Alarm descriptios.

									         Alarm settings.

Observer alarms can 
be configured to run a 
packet capture when 
an issue is detected, 

action viewed favorably 
by auditors.
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Historical Analysis
Suspicious activity is not always immediately evident. With its simple time-based 
navigation utility and extensive storage capacity, the GigaStor makes it possible to sort 
through days, weeks, even months worth of network data down to the nanosecond. 
Therefore, an incident that occurred weeks ago can be quickly investigated and 
documented. The GigaStor can also reconstruct the stored data, providing hard evidence 
such as e-mails, web pages (including images), instant messages, and VoIP conversations.

Captured packets timeline.

Constraint controls.                                                                                                                                                     Capture window.
 

Cost/Benefit Analysis
Adjusting internal control standards and IT governance processes to comply with SOX will 
naturally induce expenses, but these expenses can quickly escalate if not managed wisely. 
Utilize Observer to help manage and report on financial communications and network 
conditions–all while keeping expenses at a minimum. No other network monitoring tool 
or management device can provide this much functionality and security in one solution, 
and at such a reasonable price.

The right network 
analyzer allows IT 

professionals to comply 
with data practices 

components of 
Sarbanes-Oxley.
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Conclusion
IT has been designated as a key role player in SOX compliance. Although it may take 
considerable effort to coordinate management philosophies and implement an 
organized and acceptable set of standards, SOX compliance can ultimately enhance 
business functions–not just please the SEC. Relying on Observer to help support the 
company’s mission to comply with SOX will make meeting those standards much 
easier and more reasonable than any other tools.

Observer helps IT professionals comply with the data practices components of 
Sarbanes-Oxley in the following ways:

SOX Role                 Observer Feature                  Description
Risk Mangement
Documentation

Security

Triggers and Alarms
Station Activity

IP to IP Pairs
Internet Patrol

Historical Analysis

Secure Log-in

Triggers and Alarms

Identifies many common threats.
Reveals which system participated on the network 
during the reporting period.

Show conversations that took place between 
key systems.

Store days, even weeks’ worth of network data, 
providing hard evidence of network communications 
including web pages, e-mails, phone conversations, 
and instant messages.

Retains a list of permission levels on network probes 
to protect the integrity of financial data.

Immediately alert IT of suspicious activity.


