
Managing Virtual Environments
Overcome the Virtual Visibility Gap

The benefits of virtualized networks are clear: reduced costs and greater efficiency. But these benefits can only be realized with proper management tools. Nearly 
three-quarters of companies do not have proper virtual monitoring tools in place according to Network Instruments’ State of the Network Global Study. This leaves the 
majority of networks blind to virtual traffic.

Our Observer® platform solves these issues by offering complete visibility and analysis into both virtual and physical environments. It provides an integrated view of 
virtual traffic traversing physical networks, between different virtual machine hosts, or between virtual machines on the same host. All virtual traffic flowing within  
the virtual machine host can be sent to a GigaStor™ appliance for back-in-time analysis, or to the Observer Reporting Server for enterprise-wide performance reporting.

Primary benefits:
• Gain insight into virtual-machine-to-virtual-machine communications for performance management and threat mitigation 
• Manage virtual network performance in relationship to overall application and network performance 
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Accessing Virtual Traffic

By using traditional analysis tools and a SPAN session or TAP, network teams can analyze all traffic traveling from the virtual host to the physical world and vice-versa.  
But what about the critical communications running between virtual machines within the host? 

With traditional monitoring methods, network professionals are left in the dark. 

Depending upon your network environment and visibility needs, the Observer platform offers different configurations to achieve optimal virtual performance monitoring.

Real-Time Internal Host Analysis
To monitor all virtual machines in a host, run a Network Instruments® software probe on a new virtual machine within the host. By setting the vSwitch on the virtual host to 
promiscuous mode, all traffic passing through the virtual switch will be visible to that probe. 

Limited analysis with software probes
Advantage: 
• Gather metrics and analyze internal host performance via an external  
	 Observer console

Limitations: 
• Cannot use external devices such as retrospective network analyzers

• Unable to integrate physical and virtual network views

 

Integrated Performance Analysis
The Virtual TAP technology included with the Network Instruments Multi- and Expert Probe solves the challenges of limited visibility and analysis capabilities. The Virtual TAP 
creates and pushes copies of all internal host traffic out to GigaStor or other purpose-built devices. 

Full visibility with Virtual TAPs
Advantages: 
• Apply retrospective and real-time analysis to virtual and physical  
	 performance problems

• Manage application performance regardless of network environment
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Observer’s In-Depth Visibility

The Observer analysis platform simplifies and speeds troubleshooting in physical and virtual 
environments by providing a comprehensive approach to tracking application performance 
and network resources enterprise-wide, quickly identifying problems, and drilling down to 
resolve them. 

Observer Reporting Server (ORS)
• Monitor performance enterprise-wide across virtual and physical environments
• Organize reporting by business unit, function, application, or virtual resources
• Drill into individual virtual or physical network elements for quick resolution

GigaStor 
• Capture and save up to 288 TB of data for later review
• Rewind the network to review and troubleshoot intermittent performance issues
• Obtain long-term analysis of application and network performance  

for capacity planning
• Reconstruct data streams for compliance and security investigations 

Observer Console
• Ensure on-time application delivery and quickly resolve problems with Experts
• Utilize over 600 Experts to quickly isolate and resolve problems
• Monitor application communications, errors, and response times
• Gain application-specific details across the enterprise
• Track unified communications and VoIP through virtual and physical environments

Link Analyst® 
• Automatically discover, map, and monitor virtual and physical resources
• Monitor the underlying host operating system and server
• Identify the source of problems by network, system, or application
• Ensure infrastructure and route availability

Monitor Multi-Tiered Service Availability

Pinpoint Delay Source with Observer’s Experts

Application Performance

GigaStor Interface
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About Network Instruments
Network Instruments provides in-depth network intelligence and continuous network availability through innovative analysis solutions. Enterprise network professionals depend on Network 
Instruments’ Observer product line for unparalleled network visibility to efficiently solve network problems and manage deployments. By combining a powerful management console with 
high-performance analysis appliances, Observer simplifies problem resolution and optimizes network and application performance. The company continues to lead the industry in ROI with its 
advanced Distributed Network Analysis (NI-DNA™) architecture, which successfully integrates comprehensive analysis functionality across heterogeneous networks through a single monitoring 
interface. Network Instruments is headquartered in Minneapolis with sales offices worldwide and distributors in over 50 countries. For more information about the company, products,  
technology, NI-DNA, becoming a partner, and NI University please visit www.networkinstruments.com.

Solution Bundles
Contact a Network Instruments representative or dealer to ask about product bundles that cover all of your network management needs.
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Observer Advantage: Visibility into the Root Cause

The Observer platform’s powerful visibility and analytics allow the network team to get to the root of any problem. With a single solution, network managers can track 
application performance and virtual resources enterprise-wide, and drill down to the packet or device level for investigation. Using Observer’s Expert Analysis reduces mean 
time to resolution by automating the troubleshooting process. 

Troubleshooting Application Delivery 
Consider this scenario. Among its many applications, your organization runs a multi-tiered CRM application consisting of virtual machines for the web server, middleware,  
and database, residing on the same virtual host.

1.	 A user complains CRM searches are extremely slow. ORS verifies the slow application response times. You drill 
into the report and identify the specific CRM application tiers. Being connected to the Virtual TAP, you can view 
all conversations occurring between the virtualized application tiers residing on the same host and diagnose 
the issue.

2.	 With a single click, ORS isolates the specific application tier and time period in question for analysis in GigaStor. 
Drilling into the tier, you identify the servers and conversations experiencing degraded performance.  

3.	 Drill into TCP Events and Connection Dynamics to isolate specific transactions and 
database components experiencing degraded performance. Knowing the location 
of the degradation, you investigate the affected database elements.

4.	 Using Link Analyst to focus on specific sections of the database, you find that the 
resources allocated to the sections are inadequate. Response times improve once 
resources have been increased. 


